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Abstract—Cardiovascular events occurring in the
bloodstream are responsible for about 40% of human
deaths in developed countries. Motivated by this fact,
we present a new global network architecture for a
system for the diagnosis and treatment of cardiovascular
events, focusing on problems related to pulmonary
artery occlusion, i.e., situations of artery blockage by a
blood clot. The proposed system is based on bio-sensors
for detection of artery blockage and bio-actuators for
releasing appropriate medicines, both types of devices
being implanted in pulmonary arteries. The system can
be used by a person leading an active life and provides
bidirectional communication with medical personnel via
nano-nodes circulating in the bloodstream constituting
an in-body area network. We derive an analytical model
for calculating the required number of nano-nodes to
detect artery blockage and the probability of activating a
bio-actuator. We also analyze the performance of the body
area component of the system in terms of path loss and
of wireless links budget. Results show that the system can
diagnose a blocked artery in about 3 hours and that after
around 3 hours medicines can be released in the exact
spot of the artery occlusion, while with current medical
practices the average time for diagnosis varies between 5
to 9 days.
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I. INTRODUCTION

COMMUNICATION by humans has been consid-
ered in the last decades as mobile and wireless

communications, i.e., enabling users to communicate
with other people, to have access to information, e.g.,
downloading files, and more recently to present in-
formation, e.g., usage of social media. This type of
communications has been focused on using a mobile
phone as a terminal, where users take action to ex-
change information. Nevertheless, it is clear that mobile
phones will no longer be the preferred terminals of the
future, spectacles being an alternative (from the very first
Google Glasses [1] to recent RayBan/Facebook ones [2],
at the time of writing this paper), and wearable devices in
general presenting themselves as a trend to be explored.
Moreover, in the last years, the Internet of Things (IoT)
has emerged as a new perspective to communications,
putting machines communicating with each other, for
the benefit of people, via a variety of terminals, such
as sensors and actuators, without user’s intervention. 5G
(the fifth generation of mobile cellular communications
systems) is definitely taking a step into this direction, by
enabling machine based services that were not possible
up to the previous generation. Massive Machine Type
Communications (MMTC) are a clear example, as are
Ultra Reliable Low Latency Communications (URLLC).

Body Area Networks (BANs) have been suggested
for many years, basically focusing on communications
among devices in- and/or on-body, as well as between
wearable devices, not exclusively phones, and external
networks, like cellular ones or WiFi [3]. The list of
applications for this type of networks has increased along
the years, ranging from health to sports, encompassing
military, police and civil protection ones, and reaching
entertainment as well. There is already a wide body of
knowledge in this area, although many aspects are still
being researched (e.g., the impact of human mobility
at the many several levels that need to be considered).
Technology is already much developed in the area of
wearable devices, and commercial offers already exist.
Nevertheless, most of the work has been focused on the
system and network aspects of this type of networks,
not going much beyond on the issues that relate to
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communication at external networks or at internal ones,
like communication inside the human body.

Nano-networks are a more recent research topic, ad-
dressing communications inside the human body by
devices that have dimensions of the scale of micro- and
nano-meters, e.g., [4]–[6]. In this case, technology is
still at an early stage and much of the research work is
still at the theoretical level, although some prototyping
can already be found [7], [8]. The common idea is to
have devices inside the human body, at various levels,
either implanted or mobile, e.g., in the cardiovascular
or digestive systems. These devices can usually be
considered either as bio-sensors, i.e., capable of sensing
and collecting information on the human body, or as bio-
actuators, i.e., releasing specific drugs to prevent or treat
certain diseases. Of course, the information captured by
bio-sensors needs to be transmitted to external networks,
and bio-actuators need to be externally controlled as
well. Thus, bio-sensors/actuators usually do not have
a standalone approach, rather requiring communication
with external networks, but this bridging has not been
much addressed so far.

The applications of these networks in the medical
area are many and varied. In particular, the disorders
of the cardiovascular system are of high importance, as
they are one of the main causes of deaths in developed
countries, hence, their early diagnosis being very helpful
to decrease the level of their fatal consequences.

Up to now, ”networks” have been mentioned, but it is
obvious that challenges do not occur only at the network
level. Thus, the system level also requires much explo-
ration, e.g.: frequencies bands, channel models, energy
efficiency and impact of human behavior, just to name a
few topics. In order to have a complete view of a nano-
network application, we should address as well the way
that communication is established between this network
and the external one. BANs present themselves as a
good relay option, since nano-nodes cannot communi-
cate directly with external networks. A number of papers
have already mentioned this global perspective, e.g., [9]–
[13], but until now none has presented a global analysis
from the network and system perspectives, which is the
novelty of the current paper.

This paper deals with the problem of an artery oc-
clusion, which is a fatally dangerous situation when the
artery is blocked by a detached thrombus, i.e., a blood
clot. The paper presents a new diagnostic system being
able to detect artery occlusion, with suitable bio-sensors,
and to prevent its consequences, with bio-actuators able
to release appropriate medicines. Bio-sensors/actuators
communicate with external devices via a bidirectional
network composed of nano-nodes circulating in the
cardiovascular system together with intra-body and body
area components.

The paper is structured into 9 more sections, besides
the current one. Section II presents the medical applica-
tions related to the human cardiovascular system. Section
III shows the global network architecture, from the nano-
nodes to the external networks, with the interfaces and
frequency aspects. Then, Section IV addresses the nano-
network model, more specifically the flow of the nano-
nodes together with the communication system aspects,
while Section V discusses the estimation of the number
of nano-nodes required to detect a health problem and
of the probability of activating a bio-actuator, both in
an analytical perspective. System and communications
aspects for the intra-body network are addressed in
Section VI and for the body area network and the
external one in Section VII. Finally, an analysis of the
global system performance is done in Section VIII and
conclusions are drawn in Section IX.

II. MEDICAL APPLICATIONS

Modern medicine relies on many diagnostic tech-
niques for establishing patients diagnosis, monitoring
diseases course and getting therapy results. The human
body is an extremely complicated machine where various
phenomena occur at the mechanical, biochemical or
electrical levels, among others. As a consequence, there
is plenty of methods to assess different functions of our
organism, ranging from single molecules to cells and
including organs (e.g., heart or liver) and whole systems
(e.g., circulation or respiratory tract).

When we analyze the process of collecting informa-
tion in different diagnostic procedures, in most cases
it is a one-way process, where some parameters (e.g.,
concentration of certain molecules, temperature or im-
ages) are measured and sooner or later evaluated by a
physician. However, there is a large group of disorders
of the circulation and respiratory systems requiring a
swift diagnosis and treatment in order to avoid serious
irreversible damages or even death [14]–[16]. The first
goal of diagnostic methods in these scenarios is to get the
necessary information/parameters to identify the problem
as soon as possible, followed by an immediate therapeu-
tic intervention to restore the proper functioning of the
damaged system. Thus, these situations would require
two-way communications: out of the body for reporting
the medical data gathered by diagnostic systems, and
into the body for initiating therapeutic actions by medical
staff.

An area that is especially fragile and prone to nu-
merous dangerous situations is the human cardiovascular
(i.e., the bloodstream) system, responsible for about 40%
of human deaths in EU Member States [17]. One of the
most common disorders is an artery occlusion, which
means a decrease or total blockage of blood flow. The
continuous and effective performance of the circulation
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system is fundamental for all other organs functions,
thus, an occlusion of blood vessels, especially arteries,
leads to a decrease of blood supply, i.e., the oxygen
and nutrients are not delivered to cells, followed by
necrosis of ischemic tissues/organs. On the other hand,
other disorders, such as bleeding (i.e., blood loss due to
vessel damage), are also potentially critically dangerous
and require immediate actions. In most cases, a suspicion
of vessel occlusion is made indirectly and based on some
typical symptoms or results from basic measurements,
such as blood pressure or heart rate. Advanced laboratory
or invasive techniques (PCI – Per-cutaneous Coronary
Intervention) are applied to identify the precise location
and to start a therapy, such as stent implantation or
fibrinolysis, required to restore blood flow [14]–[16].

The most relevant situations when an artery occlusion
requires a prompt reaction, to prevent serious irreversible
damages, include brain stroke [14], myocardial infarc-
tion, i.e., heart attack [15], and Pulmonary Embolism
(PE), a condition when a detached thrombus is flowing
with blood and may block pulmonary arteries in some
locations [16]. In all these cases a patient needs to
be admitted to a hospital and optimal time to initiate
therapy should not exceed 2 to 3 hours. Occlusion of
arteries in pulmonary circulation requires a treatment
different from arteries in systemic circulation, and also
the treatment of a brain stroke is not the same as in
the case of a myocardial infarction. Thus, immediate
and precise information from inside the body about the
location of an occluded artery would allow a proper
planning of therapy schedule and drug selection. In some
cases, communication into the body is crucial, e.g., in
a severe PE affecting the hemodynamic efficiency of
circulation or in a brain stroke, and proper drugs should
be administrated within minutes, or up 1 to 2 hours
maximum. In summary, two-way communications out
of and into the body are required for early diagnosis,
treatment planning and also for starting a therapy.

In this study, we focus on pulmonary blood circulation
disorders. PE can be manifested in various scenarios,
from irrelevant small artery occlusions, through the
embolism with acute clinical symptoms and finally to
the life threatening massive disorder requiring immedi-
ate actions [15], [18]. A typical reference test for the
diagnosis of acute PE, considered as the most reliable
one, is called Computed Tomographic Pulmonary An-
giography (CTPA), where a contrast agent is injected
into a pulmonary artery to identify the blocked vessels
(the contrast is unable to fill occluded arteries) [19], [20].
This diagnostic procedure must be then interpreted by
a radiologist. If CTPA is contraindicated or its results
are inconclusive, a Ventilation Perfusion (V/Q) scan can
be performed, which is based on inhaled and injected
radioisotopes to visualise breathing (ventilation) and

circulation (perfusion) processes in all areas of the lungs
[21]. Historically, it was pulmonary angiography (PA)
that was the gold standard for pulmonary embolism
diagnosis (the contrast material is injected via a catheter
introduced into the right part of the heart), however,
nowadays PA is considered to be inferior to CTPA [22].
Finally, also Magnetic Resonance Angiography (MRA)
was a promising diagnostic technique, but the results of
large-scale studies do not recommend MRA as a first-
line test due to its low sensitivity, low availability in most
emergency settings and high percentage of inconclusive
scans [23].

In practice, the average time between symptom onset
and diagnosis of PE varies from 5 to 9 days [24]–
[26]. Even after taking such a person to a hospital, the
median time from admission to examination is about 3.5
hours [27] with main factors responsible for diagnosis
delay being patients age, comorbidities and PE severity.
A diagnosis time prolonged over 12 hours leads to
increased mortality [27].

Considering all aforementioned factors, in this paper
we propose a different approach where a person can
be continuously monitored when she or he is leading
a normal and active life. Our proposal is based on bio-
sensors and bio-actuators installed in the pulmonary ar-
teries and nano-nodes circulating in the bloodstream, Fig.
1. Monitoring by bio-sensors can reveal the narrowing
of artery lumen before clinical symptoms appear. On
the other hand, bio-actuators can release drugs locally
in the region where the occlusion occurs, thus, allowing
to avoid certain organs/tissues damage. Communication
with an external network (and medical staff) is realized
via the mobile nano-nodes and a body area network;
the whole concept of a global network architecture is
introduced in Section III.

It is worthwhile to stress that biotechnological ca-
pabilities, required for mounting bio-sensors/actuators
into pulmonary arteries, already exist. Nowadays, the
technology of intravenous interventions is well devel-
oped: there are various methods for the treatment of
both arterial and vein issues, i.e., diagnostic angiography,
angioplasty, atherectomy and stenting for arterial disease
[14], [28], renovascular and mesenteric revasculariza-
tions for the former, and inferior vena cava filtration,
deep venous thrombosis treatment, pulmonary emboli
[15], varicoceles and varicose veins, venous occlusions
(chronic and acute), and arteriovenous malformations for
the latter. Thus, although the implantation of bio-devices
in blood vessels can be easily achieved, an open issue is
still the provision of reliable two-way communications
between the numerous bio-devices and the medical staff,
required for the effective monitoring of blood flow, the
ability for timely diagnose artery occlusion and the start
of treatment before any serious damages occur.
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Fig. 1: General description of the nano-network for pul-
monary embolism prevention: a) whole human vascular
system; b) a superior vena cava (main vein) with a
gateway node; c) an example of a mobile nano-node; d)
pulmonary system of veins and arteries; e) an example of
a pulmonary artery with a bio-sensor or a bio-actuator.

III. NETWORK ARCHITECTURE

The proposed system is designed to perform three
functions: (1) collecting information about a possible PE,
(2) if appropriate, releasing medicines to dissolve throm-
bus and (3) providing two-way communications between
the in-body devices and the medical staff, i.e., out of
the patient’s body and into it. The first two functions
are realized with bio-sensors (collecting information) and
bio-actuators (releasing medicine) located in pulmonary
arteries. The two-way communications require a bidi-
rectional system transporting the information from the
cardiovascular system out of the body and vice-versa.
It would be tempting to realize these communications
directly between the bio-devices and a node located just
under or on the skin, without any nano-network. It is,
however, not feasible in practice for medical purposes:
equipping all bio-devices with GHz interfaces would
enlarge these devices to the size of centimeters, which
is useless, having in mind the diameter of pulmonary
arteries.

Fig. 2 shows a global view of the whole proposed
system, with various sub-networks and corresponding
interfaces. In what follows, we describe the components
that are part of this system:
(a) bio-sensors are medical devices located in specific

inner parts of the body, i.e., organs or tissues, mea-
suring certain parameters. In the considered system,
we assume that there are bio-sensors located in pul-
monary arteries for detecting a possible embolism.
Pulmonary arteries are part of the vascular system,
which is very well known (e.g., [29]); it has one

Fig. 2: Network architecture providing full communica-
tions between nano-devices and the external network.

main artery divided into 3 smaller ones (2nd level),
which in total then divides into 8 branches (3rd

level), then into 20 branches (4th level), and so on,
until the 17th level having about 3× 108 branches.
For the considered application, we suggest to have
bio-sensors down to the 4th level of the pulmonary
system, at each of the 20 arteries, Fig. 1.d, since
this level is a trade-off for the location of the bio-
sensors: on the one hand, the blockage of the higher
level arteries (1st, 2nd and 3rd) can be detected at
the 4th level, and we just observe more than one
4th level arteries blocked; on the other hand, lower
level (>4th) arteries are too thin to cause severe
hemodynamic problems, so investigating all these
single small arteries is not effective.
It is important to note that a bio-sensor located in
the artery cannot measure the thrombus directly, as
it can occur at any place of the artery. Instead, we
propose that each bio-sensor constantly transmits a
frame with its ID number, which can be received by
nano-nodes flowing in the blood. When the blood
flow is stopped by a thrombus in a specific artery,
no nano-nodes receive frames with the respective
ID, consequently, the thrombus can be detected by
analyzing the statistical changes in the collected
frames.

(b) bio-actuators are medical devices of another type:
upon receiving a request, they are able of perform-
ing an action, e.g., to release medication such as
alteplase, which causes the thrombus to dissolve
[30], [31]. We assume that bio-actuators are placed
at the first 3 levels of the pulmonary system at
each of the 1+3+8 arteries, so, after a thrombus
is detected by a bio-sensor, the alteplase can be
released from a higher level artery.

(c) nano-nodes are relay nodes passing information
from bio-sensors/actuators to the nano-gateway or
vice-versa. Nano-nodes are circulating with the
blood in the cardiovascular system [32] in a so-
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called flow-guided nano-network [33]. They are of
the size of about 8 to 10 µm and, because of their
antenna size, they can communicate only in the THz
band where range is limited to 1 to 2 mm [34].
These nodes have very restricted processing capa-
bilities and a limited battery that can be periodically
charged with a piezoelectric generator, thus, they
can only transmit/receive at a certain time and only
if the battery is loaded enough.

(d) a nano-gateway performs the function of a mediator
between nano-nodes and the intra-body network.
In the considered system, we propose to locate it
on the wall of the superior vena cava, which is a
large vein (diameter about 2 cm) in the human chest
[35], well accessible for medical surgery operations
and only 4 cm under the skin, Fig. 1.b. The nano-
gateway has two wireless interfaces: a THz one
to communicate with the nano-nodes and a GHz
one with a larger range allowing for communication
with the subcutaneous transceiver.

(e) a subcutaneous transceiver located just under the
skin mediates between the intra-body and body
area networks, enabling communications between
the aforementioned nano-gateway and a wearable
device. A single wireless interface is sufficient
here, as both links, to the nano-gateway and to
the wearable device, can be realized at the GHz
band. This latter link, between the subcutaneous
transceiver and the wearable device, should use a
standard communications systems (e.g., Bluetooth
or WiFi), so that a wide range of devices can be
used, thus, providing a wide range of options for
these devices.

(f) a wearable device, e.g., a smartwatch, a smart-
phone, a smart bracelet or another device enabling
a connection to an external network. It also acts as
a relay node, between the subcutaneous transceiver
and the external network, with two wireless inter-
faces, the latter one being most probably based on
WiFi or a cellular system.

The whole network operates in the following manner.
Bio-sensors constantly transmit frames containing their
ID, which are collected by mobile nano-nodes and later
passed onto the nano-gateway. Frames are aggregated
at the nano-gateway and transmitted to the subcutaneous
transceiver, which forwards them to the wearable device,
which in turn sends them to the external network. The
medical staff can analyze the number of frames from
all bio-sensors and check if their statistics are biased,
i.e., if there are bio-sensors that do not deliver their
frames, which can imply the blockage of the respective
artery. Then, if the medical staff decides so, a request
is sent to a specific bio-actuator to release a medicine
dissolving the thrombus and unblocking the artery. The

request is sent via a reverse link: via the wearable device,
the subcutaneous transceiver, down to the nano-gateway,
which broadcasts it to the nano-nodes. These nodes
transmit it and eventually the frame is passed onto the
proper bio-actuator.

This overall system is a complex mixture of
technologies, at quite different stages of development.
Basically, while higher frequencies and smaller scale
nodes (i.e., THz bands and nano-networks) are still at
an early research stage, the opposite lower frequencies
and larger scale nodes (GHz frequencies for the
intra-body and body area networks) are already offered
commercially. Therefore, naturally, in what follows,
attention is mostly paid to nano-networks, and then
addressing the other sub-networks with a decreasing
focus.

IV. FLOW-GUIDED NANO-NETWORK MODEL

The flow-guided nano-network model is derived from
[33]. Nano-nodes circulate in the blood flow of the
circulatory system, transmitting data to the nano-gateway
that, in turn, sends data to the upper layers of the
global network, up to the external network. The nano-
device architecture used in this work is derived from
[32], where a realistic nano-node model based on current
technologies is presented. In this sense, the power and
computational limitations of the nano-nodes translate
into the following: i) they can only transmit one data
frame per battery charging cycle and ii) they do not
know the position of the gateway. The model has been
extended and generalized to support our optimization
problem.

A. Assumptions
The following assumptions are made (a summary of

all variables used in this paper is given in the Annex.)
• There are N nano-nodes uniformly distributed

along the flow, being in a closed circuit, i.e., con-
tinuously flowing in the vascular system. The total
volume of the circuit is Vnet.

• A nano-node requires, on average, a time Tcir to
complete a round.

• The battery of a nano-node is charged at time
intervals Tcha(t),

Tcha(t) =
1

fcha(t)
(1)

where fcha(t) indicates that the recharging fre-
quency can vary over time. Due to energy con-
straints [33], a nano-node can only transmit one
data frame per battery charging cycle. Moreover,
fcha(t) is bounded,

fmin ≤ fcha(t) ≤ fmax (2)
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and the average charging frequency is fcha, e.g., the
heart rate.

• Without loss of generality, let us assume that there
are regions in the flow in which a nano-node is
within the coverage zone of a nano-gateway, a bio-
sensor or a bio-actuator of volume Vcv . A nano-
node moves at an average speed v in the coverage
zone, and since a nano-node cannot receive/transmit
more than one frame when crossing this volume,
the probability of a nano-node being in a coverage
zone, pcv , is modeled as:

pcv =
Vcv

Vnet
(3)

• A nano-node does not know if it is within a
coverage area, therefore, any nano-node attempts to
transmit/receive a data frame during every battery
charging cycle, which has two main consequences:

1) Half of the energy is used in the transmitting
mode and the other half in the receiving one.

2) In order to minimize collisions, after battery
charging all nano-nodes first listen to the chan-
nel for frame transmissions, nano-gateways or
bio-sensors transmitting at this moment. Once
channel listening is over, all nano-nodes attempt
to transmit a frame, therefore, this avoids frame
collisions between transmissions of bio-sensors
and nano-nodes as they will transmit in different
slots.

• A successful frame reception by a nano-node from a
nano-gateway or a bio-sensor takes place if it starts
and ends within its coverage volume. We define this
region as the reception zone, with a volume Vrx,
Vrx < Vcv , thus, the probability of a nano-node
being in the reception zone is:

prx =
Vrx

Vnet
< pcv (4)

• A successful frame transmission from a nano-node
to a nano-gateway or a bio-actuator takes place if it
starts and ends within the coverage volume and no
frame collision occurs. We define this region as the
transmission zone, with a volume Vtx, Vtx < Vcv ,
thus, the probability of a nano-node being in the
transmission zone is:

ptx =
Vtx

Vnet
< pcv (5)

• A frame collision occurs if one or more transmis-
sions start or end within the nano-gateway or bio-
actuator coverage zone while another transmission
in the transmission zone is taking place. Note that a
node located outside the coverage zone can cause a
collision if its transmission ends within this volume.
We define the region in which a node may cause

collisions as the collision zone of volume Vcx,
Vcx > Vcv , thus, the probability of a nano-node
being in the collision zone is:

pcx =
Vcx

Vnet
> pcv (6)

• We consider frames consisting of three fields: 1)
addressing of length λh bytes, 2) other fields of
length λo, and 3) data payload of length λd. Thus,
frame size is

λf = λh + λo + λd (7)

• The frame duration, tf , depends on the frame size,
λf and on the transmission bit rate, R; taking tf as
the time required to transmit a frame,

tf = 8λf/R (8)

then tf ≤ Tcha(t).

B. Channel model

The channel model is based on the one described in
[36]. Basically, the required transmission power for a
frame, Ptx, depends on the gateway receiver sensitivity
Prx min, path loss coefficient αlin, and distance dmm:

Ptx [dBm] ≥ Prx min [dBm] + αlin [dB/m] dmm [m] (9)

where Prx min and αlin are assumed to be constant,
whereas dmm can be configured according to the energy
available in a nano-node battery.

Regarding the modulation to transmit data, we assume
the well-accepted model for the transmission of femto-
pulses, along with an on-off keying modulation [37].
This modulation assumes that energy is only consumed
when transmitting bits with a logic value equal to 1,
0 being transmitted as silence, therefore, no energy is
consumed in the transmission of the latter. The radio
channel corresponds to a sequence of time windows dur-
ing which a bit is transmitted using an electromagnetic
pulse of a duration of tp = 100 fs. The duration between
two consecutive bits is, in general, much longer than tp.

For the sake of simplicity, we assume that the energy
required to transmit or to receive a bit is similar. the one
for a bit 1 symbol, Eb=1, being expressed as:

Eb=1 = Ptx tp, (10)

whereas to transmit a bit 0 symbol, Eb=0 = 0.
From (10), it is straightforward to derive that the

maximum required energy to transmit/receive a frame,
Ef max, corresponds to the case in which all bits in a
frame of size λf are the bit 1 symbol. Moreover, if the
amount of energy that a nano-node can store when it
is fully charged is denoted as Q, and a nano-node can
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receive/transmit a frame at every cycle, the following
must hold:

Ef max = 8λf Eb=1 ≤ Q

2
(11)

The inequality in (11) shows that higher values of λf

lead to lower values of Eb=1 and, consequently, to
lower transmission powers and a smaller coverage area
(following (9)).

Although it is out of the scope of this paper, we
can assume that when a nano-node does not transmit,
it acquires data or performs other tasks. In other words,
a nano-node keeps consuming energy even if it is not
transmitting. This power consumption is disregarded in
our model, but it can be approximated by a fixed quantity
of energy that can be added to Q.

C. Coverage zone model

In this paper, we follow a simple and intuitive model
for the coverage zone, the main assumptions being
summarized as follows:

• There is a spherical volume of radius dmm (see
(9)) around the gateway in which a transmis-
sion/reception can be successful if no frame col-
lision occurs. All transmissions/receptions outside
this region will fail. Frame collisions can hap-
pen when nano-nodes are transmitting to a nano-
gateway or a bio-actuator, but not if it is the nano-
gateway or the bio-sensor that is transmitting and
nano-nodes are only listening.

• The antennas of the nano-gateway, bio-sensors, bio-
actuators and nano-devices are isotropic.

• The coverage zone, Vcv , is defined by the intersec-
tion of a sphere of radius dmm centered at the nano-
gateway, the bio-sensor/actuator and a cylinder with
a diameter equal to the respective vein or artery,
Dcyl. The full derivation how to calculate this
intersection for the known values of dmm and Dcyl

can be found in [38].
It is also necessary to consider the mobility of nodes

in such flow guided nano-networks. To this end, it can
be considered that a nano-node moves at an average
speed v (it depends on the position of the nano-gateway
or the bio-sensor/actuator) in the flow and that frame
transmissions last tf , the distance traveled by the nano-
node, dnn, being

dnn = v tf (12)

This derivation entails two new assumptions:
1) In order to successfully transmit/receive a frame, a

transmission must start and end within the coverage
volume, thus, if the node is close to leaving the
coverage volume when the transmission/reception
starts, then there is no time to finish it within

nano-gateway, bio-sensor or bio-actuator
2 𝑑𝑚𝑚 − 𝑣 𝑡 𝑓

2 𝑑𝑚𝑚

2 𝑑𝑚𝑚 + 𝑣 𝑡 𝑓

Coverage, transmission or reception, and collision zones
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n

coverage zonetransmission or reception zonecollision zone

Fig. 3: Illustration of coverage, transmission/reception
and collision zones.

this zone and the transmission fails. For this rea-
son, an additional value of the successful transmis-
sion/reception zone, Vtx = Vrx, should be defined,
which is smaller than the coverage zone, Vcv .

2) A collision occurs when two or more nano-nodes
transmit within the coverage zone, thus, it is neces-
sary to consider transmissions starting outside the
coverage zone but ending inside it. For this reason,
the volume corresponding to collision zone, Vcx,
must be also considered.

The values of Vtx = Vrx and Vcx can be calculated
in a way similar to Vcv , having dmm, Dcyl, v and tf ,
by using the derivation from [38]. Fig. 3 illustrates the
differences among coverage, transmission and collision
zones (also for the equivalent model). Regarding the
equivalent model, as nodes are uniformly distributed, it
makes no difference to the analytical model.

To summarize, nano-node movement reduces the vol-
ume of the transmission zone, increasing the correspond-
ing volume of the collision zone. Consequently, as it is
not possible to set up the flow speed, a shorter tf value
(and shorter frame size, λf ) improves the probability of
successful transmissions. Moreover, in our model, the
following condition must hold:

dnn < 2 dmm (13)

This condition guarantees that any arbitrary node cross-
ing near the nano-gateway or the bio-actuator will have
the chance to successfully transmit/receive a frame.
Note that, for negligible values of dnn, there are no
transmission range requirements, although higher values
of dmm lead to higher coverage, transmission/reception
and collision volumes. For non negligible values of dnn,
inequality (13) guarantees that volume Vtx = Vrx is
large enough to allow complete frame transmissions
(Vtx = Vrx > 0).

An example of transmissions/receptions and collisions
can be found in Fig. 4. For a successful transmission, a
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Fig. 4: Illustration of successful transmissions and re-
ceptions, and collisions.

nano-node must be alone within the transmission zone
when it starts sending a frame; note that only one
successful transmission is possible at the same time.
Similarly, a successful reception happens if a nano-
node is within the reception zone when the transmission
starts; in this case, more than one successful reception
is possible in the reception zone as no collisions can
happen. Collisions can happen if two or more nano-
nodes start or end a transmission within the coverage
zone.

D. Frame structure and duration

There are some proposals in the literature dealing
with MAC protocols for nano-networks [39]–[41], but
none consider the particularities of flow-guided nano-
networks. It is outside the scope of this paper to provide a
detailed frame structure (which depends on the particular
protocol implementation), however, it is important to
differentiate between the size of the frame data payload
and the remaining fields, thus, we propose a very simple
frame structure that is used in our optimization problem:

• Addressing field of size λh: we assume that a frame
contains at least two addresses (for sender and
receiver, respectively), hence, if the nano-network

0 0.5 1 1.5 2 2.5 3 3.5 4

·107

0

5

10

15

20

Number of nano-nodes (n)

Throughput (bit s−1) , λd = 80 B, Atx = 1.9 mm, Acx = 2.1 mm, D = 0.8 mm,
Vnet = 5 dm3, fav = 1 Hz

Fig. 5: Illustration of the relationship between the num-
ber of nano-nodes and achieved throughput.

contains N nano-nodes plus a gateway, then the
following must hold:

λh ≥ 2

⌈
log2 (N + 1)

8

⌉
(14)

• Other fields of constant size λo: within this category
checksums, frame size, etc., can be included.

• Data payload of size λd: its size is determined by
medical application requirements.

From this basic frame structure, we derive the total
frame size, (7). Regarding the time required to transmit
a frame, tf , when the nano-node transmits at a bitrate
R, it is defined by (8). Moreover, tf is subject to the
constraint Vtx = Vrx > 0, i.e., as longer values of tf
reduce Vtx = Vrx, there is a limit for tf , otherwise, no
transmissions are possible.

E. Nano-node transmission model

The throughput of a flow-guided nano-network, θ,
has already been presented in [33] in frame/s, being
reformulated in bit/s as:

θ =
8λd N fcha Vtx

Vnet

(
1− Vcx

Vnet

)N−1

(15)

Expression (15) represents the amount of data that can
reach the nano-gateway, beign related to the probability
of a nano-node performing a complete transmission
within the coverage volume when no collision occurs.
Fig. 5 shows that throughput increases as the number
of nano-nodes grows to a certain value, beyond which
increasing the number of nano-nodes throughput de-
creases, since the probability of collisions starts to be
significant (there are too many nano-nodes in the flow-
guided nano-network).

Additionally, the work in [33] shows interesting facts
about these flow-guided nano-networks:



9

1) There is a value of the number of nano-nodes, Nθ,
that maximizes throughput for any network setup,
which is derived from (15) [33]:

Nθ ≈ Vnet

Vcx
(16)

2) The size of the coverage volume is not relevant
to achieve a larger throughput, however, following
(16), a higher value of Vtx and Vcx requires fewer
nano-nodes to achieve maximum throughput.

Note that the time required for a nano-node to
complete a round in the flow-guided nano-network,Tcir,
is not significant in terms of throughput, the relevant
parameters being Vnet, Vtx, Vcx, and N (Vtx and Vcx

can be generally approximated by Vcv for negligible
values of dnn).

V. ESTIMATION OF IMPLEMENTATION PARAMETERS

The goal of the following analytical estimation is to
obtain a minimum threshold of the number of nano-
nodes that guarantees with a given probability (pQd) that
no false detection is performed. To this end, we can start
by calculating the average number of successful frames
received by the nano-nodes during a round:

rT = N fcha Tcir

(
Vrx

Vnet

)
(17)

thus, as a nano-node uniform distribution is assumed and
a nano-node cannot receive more than one frame per
round, the probability that a nano-node receives a frame
is:

prx,T =
rT
N

=
fcha Tcir Vrx

Vnet
(18)

After τ time slots, the probability of a nano-node
having received at least a frame from a bio-sensor can
be modeled as:

prx,T,τ = 1− (1− prx,T )
τ/(fcha Tcir) (19)

The system fails if the artery in which the bio-sensor
is placed is not blocked and no frame transmitted from
it arrives to the gateway, thus, for every time slot, a
failure happens if the gateway receives a frame not
containing any information from the bio-sensor or does
not receive anything, equivalently, being the probability
of not receiving a successful notification from the bio-
sensor, pf , which can modeled by:

(20)
pf

= 1− N Vtx

Vnet

(
1− Vcx

Vnet

)N−1

prx,T,τ

The probability that after τ time slots no bio-sensor
detection happens is:

(21)pf,τ = (pf )
τ

As the final goal is to dimension the network to
obtain a pf,τ bellow a given threshold, i.e., 1 − pQd,
the following must hold:

(22)pf,τ ≤ 1− pQd

If 1− pQd → 0, (22) can be approximated by:

(23)τ N Vtx

Vnet

(
1− Vcx

Vnet

)N−1

prx,T,τ ≥ pQd

Beyond the detection of a blocked artery, it is also
important to estimate the probability of receiving a frame
if the artery is non-blocked. In this sense, τ can be in-
terpreted as the time in which the nano-node remembers
it has received a message from a bio-sensor. In other
words, a nano-node remembers a frame reception from
a bio-sensor during τ time slots. Thus, let us define ϵ as
the elapsed time slots since the last bio-sensor detection,
and pd,τ,ϵ as the probability of receiving a frame before ϵ
time units if a nano-node remembers a bio-sensor frame
reception for τ time units. From (21) it is straightforward
to derive pd,τ,ϵ as:

(24)pd,τ,ϵ = 1− (pf )
ϵ

Expression (24) converges to 1 as ϵ increases, this
convergence being faster for higher values of τ . This is
consistent with the fact that higher values of τ increase
the probability of more nano-nodes in the system with
received frames from the targeted bio-sensor.

Finally, it remains to obtain the estimation of the
probability for activating a bio-actuator. Once a bio-
actuator has to be activated as a consequence of a
medical issue, it is important that this activation can
happen within a given deadline with high probability. To
this end, we assume that nano-nodes receive the order
of activating a given bio-actuator from the nano-gateway,
and that, at the beginning, no nano-node has received an
activation order.

Thus, similarly to (19), the probability that a nano-
node receives an activation order in M rounds can be
obtained as:

prx,T,M = 1− (1− prx,T )
M (25)

from which it is possible to calculate the probability of
successfully performing an activation of a bio-actuator
in round M , pa,M , as:
pa,M

= 1−

(
1

− N Vtx

Vnet

(
1− Vcx

Vnet

)N−1

prx,T,M

)fcha Tcir

(26)
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Fig. 6: Intra-Body and Body-Area Networks.

The final goal is to dimension the network so that a
bio-actuator gets activated in less than ϕ rounds with a
very high probability, pQa:

ϕ∏
k=1

(1− pa,k) ≤ 1− pQa (27)

Having established the model for the nano-network,
the other subnetworks need to be characterized as well.

VI. INTRA-BODY NETWORK

Once the information carried by nano-nodes is col-
lected by the nano-gateway, its delivery towards a device
outside of the body is another important challenge. As
aforementioned, we propose an intra-body link between
the nano-gateway and a subcutaneous implant using
radio frequency techniques in order to overcome the gap
between the circulatory system at the nano level and the
outer level of the body, this approach being illustrated
in Fig. 6.

Intra-body (also called in-body or implanted) radio
communications have been widely addressed in the liter-
ature. Until today, the Medical Implant Communications
Service (MICS) band at [402, 405] MHz has been used
by medical devices for data transmission, due to the low
losses of body tissues at these frequencies. However, its
offered low data rates and especially the antennas large
size at these frequencies lead to the exploration of higher
frequency bands [42], [43].

Recently, Ultra-Wide Band (UWB) technology has
been proposed for the operation of ingestible devices
due to its large bandwidth, [3.1, 10.6] GHz, high data
rates, low power consumption and miniaturization capa-
bilities [44]. However, human body tissues exhibit a large
attenuation at UWB frequencies and this attenuation is
frequency dependent. Thus, the lower part of the UWB
band [3.1, 5.1] GHz has been recommended for wide-
band in-body communications [45], [46], especially for
a Wireless Capsule Endoscopy (WCE) scenario where
high-quality video transmission is required.

The Industrial, Scientific and Medical (ISM) band,
[2.4, 2.5] GHz, has been also proposed for the operation
of in-body devices. Despite the lower offered data rates
compared to UWB, it can provide a good trade-off
among miniaturization capability, path loss and occupied
bandwidth, thus, being an ideal technology to transmit
data from inside the human body in case of moderate
data rates. More specifically, the ISM band has been
recently proposed to be used in the future generation of
leadless pacemakers, where an in-body antenna will be
implanted inside the heart and a subcutaneous antenna is
configured as receiver. It was found that the ISM band
is optimal for this kind of communications, due to the
combination of the inherent path loss of the biological
tissues at these frequencies and the high achievable
efficiency of the antenna [43].

In the last years, several works have analyzed com-
munications in this area, using the 2.4 GHz band for
cardiac applications. Concretely, in [43] the authors
analyse implant to subcutaneous communications, for
three different positions of the subcutaneous receiver. It
was found that the path loss (also called coupling in
other studies) was optimal (minimum) when installed
subcutaneously in the outer wall of the abdomen. Never-
theless, this position can cause discomfort to the patient
in a real application, which the authors propose to solve
with a multi-nodal solution. The same issue was found
when locating the receiver in the lateral side of the
body, in addition to the larger path loss found for this
configuration. Finally, the shoulder was also explored as
a potential location for the subcutaneous receiver, due
to its easy access and comfort for the patient, but this
arrangement leads to an increment of 13 dB in path loss.

Antennas also pay a key role in link evaluation.
Antennas performance not only depends on their own
design, but also of the surrounding tissues where they
operate [47]. This is particularly important for implanted
antennas at GHz frequencies, where surrounding organs
commonly are high-water content tissues with large per-
mittivity, thus, being extremely important to design and
optimize antennas considering all tissue layers present
between the implanted transmitter and the subcutaneous
receiver [48].
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Several candidates for both implanted and subcuta-
neous antennas that have been proposed in literature
for the cardiac scenario so far. In [43], [49], a planar
meander antenna with 11.96×5×3.5 mm3 is conformed
inside a capsule to be implanted inside the heart, while
a rigid planar antenna of 30 × 30 mm2 is proposed for
subcutaneous operation; however, both antenna designs
are not flexible enough for a real application over the
surface of the vena cava. The same problem was found
in the dual-band antenna proposed in [50]. In [51], the
authors present a flexible antenna with 7× 7× 2 mm3,
but this antenna was designed to operate in the scalp,
which is a much less delicate area compared to the
superior vena cava. A similar situation was found in
[52], where the proposed antenna is optimized to work
at 2.4 GHz and 4.8 GHz, exhibiting a really reduced size
(7.7 × 6.9 mm2), but it is neither flexible nor designed
to operate deeply implanted. As mentioned before, the
final performance of the in-body link has to be taken
into account, which is influenced by the definite antenna
design.

Considering the scenario of this work, where the
gateway is attached to the superior vena cava, the
arrangement of both in-body and subcutaneous antennas
is very similar to the one proposed in literature for
leadless pacemakers. In this scenario, the signal needs
to be transmitted from the external wall of the superior
vena cava (with a depth of 4 cm) to a remote receiver,
which implies data transmission throughout the thorax;
besides, the antenna’s surrounding tissues are nearly the
same as in the cardiac scenario (blood, veins, muscle
and subcutaneous fat). Therefore, the ISM 2.4 GHz is
the most suitable band to transmit data gathered from
the nano-network, due to the affordable path losses at
these frequencies along with their offered moderate data
rates. Besides, the implanted and subcutaneous antenna
models already outlined for cardiac applications can be
used as a starting point for the design of antennas for
the intra-body link. The main difference here is that the
in-body antenna should be really ultra flexible and tiny,
in order to be implanted inside the human body, and
particularly over the surface of the vena cava. Current
research on biocompatible and flexible materials shows
promising achievements in the near future in this field
[53]–[55]. Similar requirements are needed for the
subcutaneous implant, although its features are not so
restrictive in terms of flexibility and size.

VII. BODY AREA AND EXTERNAL NETWORKS

Having delivered the sensory information from the
nano-network to the subcutaneous node, the remaining
task is to further transport data to a nearby wearable
device or communication infrastructure, Fig. 6. Still, in

order to do so, given that the subcutaneous transceiver
is a very low power device, the approach taken is that
this transceiver establishes an on-body communication to
a wearable device (e.g., a smartphone or a smartwatch),
and then this device enables the off-body communication
to the external network (via a cellular system or WiFi).
Nevertheless, a discussion on this matter is in order.

With the transceiver placed under the skin, to min-
imize tissue penetration losses, communication to the
external network can be realized in two ways. In one
approach, we can assume that the transceiver is capable
enough to establish a connection directly to the external
network, but this seems a reasonable choice only if
this link is established over short distances, such as in
specific indoor environments, e.g., hospital rooms. In
another approach, we can seek for a wider range of
applications, where the constraints on small size, low-
energy and comfort typically limit the complexity of
these transceivers; in this case, the link should use a
wearable device as a relay, which allows for a longer
off-body communication range and access to several
communication technologies typically available in such
devices, however, at the expense of an additional on-
body communication link introduced to the data delivery
chain.

On-body communications from subcutaneous devices
has already gained the attention of researchers and the
literature has a number of works in this area. The key
problem, from the communications system viewpoint, is
to characterize the channel, namely path loss, so that
one can estimate a proper link budget for the link. The
authors in [56] present a model for the estimation of sys-
tem loss, for varying thicknesses of skin, subcutaneous
fat, abdominal muscle and visceral fat, overall roughly
between 20 mm and 150 mm, at both 403 MHz and
923 MHz, with average values ranging in [4.4, 15.5] dB
for the former and [6.8, 15.1] dB for the latter frequen-
cies. Measurement results for path loss are presented
in [57] and a fitting model, for a frequency centred at
1.85 GHz, for distances between 17 cm and 40 cm is
proposed, the average path loss varying between roughly
47 dB and 59 dB, when the subcutaneous antenna is
placed 11.5 cm under the skin. The authors in [58]
present the design of an external matched horn antenna
for subcutaneous links, working at the 2.4 GHz ISM
band, with transmission losses ranging between roughly
8 dB and 39 dB for depths under the skin between 4 mm
and 50 mm, while [59] presents a novel antenna for
pacemakers, where the subcutaneous placed antenna is
powered via an external source, operating at 924 MHz
with a quite acceptable overall efficiency of 65%. Also,
[60] addresses a subcutaneous novel antenna design for
the 1.4 GHz Wireless Medical Telemetry Service and
2.4 GHz ISM bands; experiments (on pigs) successfully
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show the transmission of data through the tissue and
skin, with system losses ranging between roughly 60 dB
and 90 dB for depths under the skin between 1 mm and
20 mm.

Of course, path loss depends on the location of the
subcutaneous transceiver as well as on the one for the
wearable device. Its average value can be smaller, and
with a low variability, for a transceiver in the chest and
a wearable device on the belt, while it can be larger, and
with a high variability, for the same transceiver location
but with the device being a smartphone or a smartwatch
(which have a much larger mobility, hence, signal vari-
ability). Constraints imposed by the transceiver’s antenna
and transmit power will define the precise link budget
limitations.

With a number of mature radio communication tech-
nologies being available for employment in this link,
most notably Bluetooth, Bluetooth Low Energy, ZigBee
and UWB being among the technologies acknowledged
by IEEE 802.15.6 [61], we can expect that this link
will tend not to use a brand new technology, but rather
a version of these ones, with the proper modifications
(e.g., to account for power limitations and to minimize
interference). Moreover, in order to simplify the design
of the subcutaneous transceiver, and to accommodate the
low size and low power requirements, we envisage that
the same system is used for the links with both the nano-
gateway and the wearable device, in a time-shared mode
(i.e., time division duplexing - TDD); since the required
data rates are not that high, the TDD mode can be easily
implemented in the transceiver.

In both on- and off-body communication links, several
important challenges exist, [62], namely body-shadowing
and depolarization losses, with an important impact of
user dynamics, yielding a non-stationary channel [63].
By considering that an outage event in one of these
links can mean a loss of sensitive information whose
delivery from the source to the external node requires
a considerable effort by the nano-nodes, this segment
of the system is an important link in the chain, and
its reliability plays a notable role in the overall system
performance.

Body-shadowing occurs when the user (in on- and
off-body links) or another person (in off-body links) ob-
structs the Line-of-Sight (LoS) propagation path, thereby
introducing excess losses up to 30 dB [64], [65]. The
low elevation and proximity of wearable antennas to the
body make this effect particularly challenging in BAN
communications, where a simple user rotation brings the
antenna deep into the shadowed region [66].

The main difference in body shadowing characteristics
among on-body antenna locations essentially comes from
the different motion dynamics. Most notably, the wear-
able antennas on the arms and legs, e.g. a smartwatch,

benefit from the swinging motion that takes them in and
out of the shadow region, thereby yielding a reduced
overall impact of body shadowing. With blockage peri-
ods being predictable for typically cyclic human motion,
e.g., walking and running, appropriate scheduling algo-
rithms exploiting the knowledge from motion sensors
can be employed to maximize transmission efficiency
[67].

The severity of body-shadowing also varies among
different scenarios. For example, losses are expected to
be lower with the user walking around a room, compared
to the case when the user is lying on a bed. While
the diversity stemming from the existence of several
propagation paths in different directions dampens the
impact of individual path shadowing on the total receiver
power in the former case, in the latter one the wearable
antenna can find itself completely covered between the
user and the bed. Communication outages in such cases
can be avoided by means of spatial diversity, with a
pair of antennas employed at different sides of the body
[68]. However, the improved robustness of the system
comes at the expense of the inconvenience associated
with wearing several devices instead of one, an option
likely acceptable by users only in critical scenarios, i.e.,
emergency room monitoring.

Signal depolarization is another important effect [69],
with polarization mismatch losses arising due to signal
depolarization in the propagation environment [70], [71],
antenna depolarization in the proximity of the lossy body
tissue [72], and to the wearable antenna rotation during
motion [63]. The polarization of wearable patch antennas
is reported to change from a linear one in free space
to an elliptical one when placed near the body, with a
shorter distance from the body yielding a higher degree
of depolarization. For example, the polarization of the
antenna considered in [69] is vertical with the Cross-
Polarization Isolation (XPI) being above 10 dB over 99%
of the radiation sphere in free space. However, this
percentage is only 30% for the antenna at 2 mm from
the body.

The dynamic rotation of antennas on arms and legs
during motion results in high and variable polarization
mismatch losses, compared to the nearly static antenna
placements on the torso or the head. For a simple simu-
lated scenario with the user running in [69], these losses
are below 1.5 dB for the antenna on the torso, while
reaching -42 dB and -34 dB for wrist and lower leg place-
ments, respectively. Considering that the depolarization
effect can yield a complete loss of energy transmission
over the LoS path without its being physically ob-
structed, it has an important influence on the link outage
and system performance. To mitigate these effects, polar-
ization diversity with co-located cross-polarized antennas
offers a convenient solutions [73]–[75], at the expense
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Fig. 7: Multipath fading realization during a walking
cycle for antenna on the lower leg.

of a somewhat more complex receiver structure.
The wearable antenna motion also affects signal

fading characteristics. While fading dynamics are
essentially time-invariant for static antenna placements
on the chest or the head, the periodic displacement
of antennas on arms and legs yield non-stationary
fading. For these dynamic locations, two distinct
phases with slow and fast fading dynamics phases
are observed during walking/running cycles [76], e.g.,
during the backward and forward swings of the arm/leg,
respectively. The fast phase is characterized by more
than 4 times faster signal variation for dynamic antenna
placements on arms and legs, while the slow one
yields longer average fade duration. This is illustrated
in Fig. 7, showing a fading realization during one
walking cycle for an antenna on the lower leg. With
the two phases being predictable, link adaptation and
scheduling algorithms as [67] can be used to maximize
transmission efficiency.

VIII. SYSTEM PERFORMANCE ANALYSIS

Having discussed the network architecture and its
nano, intra-body and body-area networks, in this section
we analyze the performance of the whole system. We
assume a viewpoint of medical doctors who deal with
pulmonary circulation disorders and would like to use
the system to detect an artery occlusion, i.e., a situation
when an artery is blocked for blood flow. We assume
N = 20 bio-sensors located in pulmonary arteries and
continuously transmitting beacon signals with their ID.
Nano-nodes, flowing nearby, wirelessly collect frames
from bio-sensors and forward them to the gateway
node, the frames being further sent to the subcutaneous
node and eventually reach the wearable device (e.g., a
smartphone). Finally a medical doctor can check the data
and if no frame comes from a specific bio-sensor, an
artery occlusion can be suspected, and the doctor can

initiate the second stage of system activity, by sending a
request to a bio-actuator in a pulmonary artery to release
medicines helping to remove the occlusion and restore
the correct blood flow. The request frame should travel
a similar way back through the whole system: from the
wearable device to the subcutaneous node, then to the
nano-gateway and finally via nano-nodes to the chosen
bio-actuator.

Having this in mind, the system performance analysis
is focused on studying how quickly the system can react
depending on the concentration of the nano-nodes in the
blood. We calculate the reaction times in both stages of
the system operation: (a) how quickly the doctor can get
the information about the occlusion after it happens and
(b) how quickly a bio-actuator can be triggered after the
doctor sends a request.

The parameters for the analysis are shown in Table I.
The concentration of the nano-nodes in the blood varies
from 10 to 200 per cm3, the other parameters being based
on earlier studies in this topic, assuming communication
in the THz band with the transmission rate of 1Mbit s−1

[38]. Taking the propagation environment into account,
which is blood, the communication range is assumed
to be approximately 1mm [36], the size of the frame
is 64B and the charging frequency is 1Hz [77]. For
the intra- and off-body system parts, which both work
at the 2.4 GHz band, the transmission power, receiving
sensitivity and the throughput are also given in Table I.

As results demonstrate, the bottleneck of the whole
system lies in its nano-network part, which is expected
considering the very limited communication range of
nano-nodes (in the order of millimeters) comparing with
the length and volume of the human bloodstream, thus,
the analysis is about the nano-network mainly. For the
intra- and body-area parts, we focus on link budgets
proving that the system is working reliably and with
delay orders of magnitude lower than those for the nano-
network.

A. Nano-network

Both stages of system activity are analyzed. First, the
scenario of gathering data frames from bio-sensors is
considered in Fig. 8: given the concentration of nano-
nodes in the blood and the elapsed time, we calculate the
probability pQ that the nano-network delivers a frame
from a specific bio-sensor in the elapsed time t. The
frames are also kept no longer that t minutes in the
nano-nodes memory, so pQ can be interpreted as the
probability of detection of the artery occlusion (if it
happened) in the last 2t minutes. Taking a concentration
of 100 nano-nodes per cm3 in 1 h the probability
is around 45% increasing to 78% in 2 h, while for
double concentration, we get around 60% and 97%,
respectively; these results show that in a time interval
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TABLE I: System parameters used for the analysis.

Parameter Value

Nano-network:
Nano-nodes concentration 10-200 per cm3

Frequency band 0.1-10 THz
Transmission rate 1 Mbit s−1

Max. Tx power 1 mW
Pulse duration 10-13 s
Path loss 130 dB/mm
Rx sensitivity -130 dBm
Frame size 64 B
Charging frequency 1 Hz
Battery energy 19.2 fJ
Total blood volume 4.8 dm3

Blood velocity 13-16 cm s−1

Intra-body network:
Frequency band 2.4 GHz
Transmission power -24 dBm
Receiver sensitivity -90 dBm
Throughput 4.8 kbit/s

Body area network:
Frequency band 2.4 GHz
Transmission power -5 dBm
Receiver sensitivity -82 dBm
Throughput 125 kbit/s

between 1 h and 2 h, reasonable results are obtained,
3 h being enough for an operation of the system with a
very high probability for medical purposes.

Another view on system performance is presented
in Fig. 9, where the probability of receiving a frame
from a specific bio-sensor is given assuming that nano-
nodes keep frames in memory by τ minutes. Taking
again 1 h and 2 h, we get a probability around 63%
and 87% for 1 h memory and 87% and 97% for 2 h,
respectively, reinforcing the idea that the time interval
between 1 and 2 h seems to be enable a good choice for
system performance, 3 h leading once more to a very
high probability. This is a view that a medical doctor
or the patient himself could have: the frames from each
bio-sensor should be observed in time T with the given
probability. If the probability is very high and no frames
are observed, it is a clear indication that an occlusion is
highly probable and an alarm should be triggered.

The second stage of system activity is related to the
scenario when a medical doctor would like to activate a
bio-actuator, e.g., after discovering the artery blockage.
The results in Fig. 10 present the probability of acti-
vation of a chosen bio-actuator in the elapsed time of
t minutes. As this probability depends of the average
nano-node concentration and the bio-actuator coverage
zone volume, it is the same for bio-actuators at 1st, 2nd

and 3rd levels. Taking again a concentration of 100 nano-
nodes per cm3 in 1 h the probability is around 25%
increasing to 50% in 2 h, while for double concentration,
we get around 37% and 73%, respectively; we can
conclude that if the whole system is designed to enable
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Fig. 8: Probability of frame delivery from a bio-sensor
via the nano-network.
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Fig. 9: Probability of receiving a frame from a bio-sensor
as a function of time, 200 nano-nodes per cm3.

a medical reaction for an occlusion in a few hours, the
concentration of nano-nodes in the blood should be at
least 150 per cm3.

B. Intra-body network

In the case of the intra-body link between the nano-
gateway (implantation depth of around 4 cm) and the
subcutaneous node, a preliminary analysis can be per-
formed by means of phantom-based measurements. To
achieve this goal, two different setups were configured
and are depicted in Fig. 11: a) heart muscle phantom (1-
layer configuration); b) heart muscle and fat phantoms
(2-layer configuration). It should be noted that although
experiments in [78] were designed for heart tissue, blood
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Fig. 10: Probability of activating a bio-actuator.

(a) Heart phantom layer.
(b) Heart and fat phantoms lay-
ers.

Fig. 11: Phantom-based measurement setup.

and heart have nearly the same dielectric properties,
so that the subsequent liquid phantom formulation is
nearly identical. For both configurations, phantoms were
poured into a squared plastic container whose size is
25× 25× 25 cm3 in order to replicate the human chest.

The transmitting antenna was immersed into a liquid
phantom that aims to replicate the dielectric properties
of the heart/blood. The receiving antenna was located on
the inner wall of either the heart phantom layer, Fig. 11a,
or the fat phantom layer, Fig. 11b, thus, the subcutaneous
receiver was emulated.

The implantable antenna was a conformable meander
antenna [43], whose location was controlled automati-
cally by using a 3D cartesian positioner. On the contrary,
the subcutaneous antenna [43] was fixed at the internal
wall of the phantom container and it was designed as
a rigid patch antenna. More details about these experi-
ments can be found in [78], [79].

Considering the two configurations aforementioned, it
was found that the path loss was well fitted by the typical
log-distance model:

Lp [dB] = L0 [dB]+10αlog log(d/d0)+N(0, σ[dB]) (28)

where L0 is the path loss at the reference distance d0,
which is taken as 4 cm, αlog is the average power decay,
and N(0, σ) is the Normal Distribution, with zero mean
and standard deviation σ. Models are almost identical
regardless of considering fat or not, as it can be seen in
Table II, which is due to the fact that the fat layer only
adds extra loss but does not modify the trend of loss with
distance [80]. For both cases, path loss for a distance
of 4 cm between the implanted transmitter and the
subcutaneous receiver is around 22 dB, which means that
communications in 2.4 GHz between the superior vena
cava and the surface of the body would be easily feasible.
For the sake of comparison, if the UWB band was
considered, the link loss for 4 cm is more than twice than
the one for ISM (54.2 dB). This would lead to a more
complex scenario where much higher losses should be
compensated for, managing a successful communication
between the nano-gateway and the exterior of the body.

TABLE II: Path loss models in the chest area for ISM
band from phantom measurements.

Heart muscle Heart muscle + fat

L0[dB] 22.92 21.85
αlog 4.12 4.12
σ[dB] 7.3 4.5

Regarding link performance, an output power of -
24 dBm [81], regardless of the modulation scheme, is
enough to achieve an acceptable bit error rate in these
kinds of devices. On the other hand, during experiments,
the receiver’s sensitivity was measured to be -90 dBm
[78]. Considering 22 dB to 23 dB of path loss for 1-
or 2-layer configurations, respectively, the link budget
reveals a really feasible communication for the intra-
body link. The throughput for this link is 4.8 kbit/s,
as it can be also obtained from [81] where the same
equipment is used. Considering the data coming from
the nano-network, the gateway should be able to send
packets containing a number of frames coming from
each bio-sensor (an integer number, 32 bits) for 20 bio-
sensors, once per second, which is only 640 bit/s. We
can then conclude that the available throughput is more
than the one required for this medical application.

C. Body area and external networks

As mentioned before, the off-body connection be-
tween the wearable device and the external network can
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be easily implemented via WiFi or a cellular system,
hence, being well-known and easily characterised, with-
out imposing any limitations to the overall system.

Assuming that the on-body connection is implemented
in Bluetooth LE, the data rate is more than enough to
satisfy the application requirements, even if just half of
its maximum is taken due to the TDD mode. The power
difference (between transmitter and receiver) is 77 dB
(Table I), which seems to be enough to accommodate
the system loss in this link (the brief literature survey
reported above shows losses that are lower than this
power difference).

In conclusion, a careful system design for the on- and
off-body links seems to be capable of accommodating
the overall system requirements, hence, not being the
key constraint for the implementation of this overall
system.

IX. CONCLUSIONS

We have proposed a new diagnostic system based
on implanted devices and nano-nodes circulating in
the cardiovascular system. The system consists of bio-
sensors and bio-actuators located in the pulmonary arter-
ies, and a network of nano-nodes carried by the blood
flow. A gateway node in the superior vena cava, and
a subcutaneous node connected to a wearable devices
are responsible to transfer the information out of the
body and vice versa. The system elements communicate
at THz band in its nano-network part and at GHz
between the nano-gateway and the subcutaneous node
transmitting to a wearable device, like a smartphone. The
whole system enables two-way communications: from
the bio-sensors reporting about possible cardiovascular
issues to the external devices and, on the other hand,
from the medical stuff to the internal bio-actuators, e.g.
ordering the release of specific drugs. The proposed
solution does not require a patient to be hospitalized,
on contrary, it can be used by a person leading normal
active life.

In this paper, we have focused on medical applications
related to diseases of the vascular circulation system,
which are one of the main causes of deaths in developed
countries. We have addressed the issue of pulmonary
blood circulation disorders, which can remain unnoticed
by several days, at the same time being life threatening
conditions. The delay in diagnosis of such disorders is
known to be an important risk factor of fatal outcome.

Consequently, the performance of our proposed sys-
tem has been evaluated in terms of diagnosis time and
also the time of making a remote medical action, i.e.,
releasing specific drugs by bio-actuators. The values
obtained from our analysis, about 3 h for the diagnosis
(for 3rd level artery blockage, and shorter in case of

2nd or 1st level occlusion) and another 3 h for releasing
drugs without patient hospitalization, are very promising
comparing with current practice and people with high
risk of pulmonary disorders could strongly benefit from
the presented solution.

While we have focused here on pulmonary disorders,
the applications of the presented diagnostic system are
not limited only to these problems. There are many
other issues related to human vascular system, like
tumor, bacterial and viral infections, sepsis and others,
and in all these cases medicine can benefit from such
a two-way communication system based on BANs and
nano-networks providing tools for quick diagnosis and
swift medical reaction.

ANNEX

A summary of all variables used in this paper together
with their units is given in Table III.
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TABLE III: List of all variables used in the model.

Var. Description

Dcyl Flow diameter [m].
d Distance [m].
d0 Reference distance [m].
dmm Radius of the gateway coverage zone [m].
dnn Distance travelled by the nano-node [m].
Eb=0 Energy required to transmit or receive a 0 bit symbol

[J].
Eb=1 Energy required to transmit or receive a 1 bit symbol

[J].
Ef,max Maximum energy required to transmit or receive a frame

[J].
fcha(t) Nano-node charging frequency as a function of time

[Hz].
fcha Average nano-node charging frequency [Hz].
Lp Path Loss [dB].
L0 Path Loss at reference distance[dB].
N Number of uniformly distributed nano-nodes in the flow-

guided nano-network.
Nθ Number of nano-nodes that maximizes throughput.
pa,m Probability of successfully activating a nano-actuator in

round m.
pcv Probability of a nano-node being in the coverage zone

of a nano-gateway or a bio-sensor/actuator.
pcx Probability of a nano-node being in the collision zone.
pd,τ,ϵ Probability for the nano-gateway of receiving a frame

before ϵ time units if a nano-node remembers a bio-
sensor frame reception for τ time units.

pf Probability of not detecting a bio-sensor in a time slot.
pf,τ Probability of not detecting a bio-sensor after τ time

slots.
pQ,a Probability of a bio-actuator gets activated.
pQ,d Probability of no false blocked artery detection is per-

formed.
prx,T Probability of a nano-node receiving a frame from a bio-

sensor in a round.
prx,T,τ Probability of a nano-node receiving at least one frame

from a bio-sensor after τ rounds.
ptx Probability of a nano-node being in the transmission

zone.
Prx min Nano-gateway receiver sensitivity [W].
Ptx Nano-node transmission power [W].
Q Energy that can be stored by a nano-node [J].
R Nano-node transmission rate [bit/s].
rT,av Average number of successful frames by the nano-nodes

during a round.
Tcha(t) Time required by a nano-node to complete a round in

the flow-guided network [s].
Tcir Average time required by a nano-node to complete a

round in the flow-guided network [s].
tf Time required to transmit a frame [s].
tp Duration of the electromagnetic pulses in the On-Off

Keying modulation [s].
v Average speed of the nano-node in the nano-gateway,

bio-sensor, or bio-actuator coverage zone [m/s].
Vcv Volume of the nano-gateway, bio-sensor, or bio-actuator

coverage zone [m3].
Vcx Volume of the nano-gateway collision zone [m3].
Vnet Flow-guided nano-network volume [m3].
Vrx Volume of the bio-sensor reception zone [m3].
Vtx Volume of the nano-gateway transmission zone [m3].
αlin Channel path loss linear coefficient [dB/m].
αlog Channel path loss log coefficient.
ϕ Number of rounds for activation of the bio-actuator.
λd Size of the frame data payload [B].
λf Size of the frame [B].
λh Size of the frame header addressing field [B].
λo Size of other fields the frame [B].
σ Standard deviation.
θ Flow-guided nano-network throughput [bit/s].


